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Summary
Developers execute code on the development computer, in 
order to shorten the long feedback loops (compile-flash-debug) 
associated with on-target execution. This white paper has 
highlighted the main points of difference between the structure 
of on-target and off-target execution. Various influencing 
factors can result in "verified" code on the target system 
suddenly no longer working correctly in the off-target process. 

A thorough understanding of these effects is essential, in order 
to avoid errors. Nevertheless, in practice, a verification on the 
target system should definitely be carried out, at least 
periodically.

Runtime Environment

The microcontroller's runtime environment 
differs from that of the desktop PC in 
many ways. Some properties are obvious, 
for example the limited RAM and therefore 
also the stack on the target system. But 
some other aspects only become clear 
upon closer inspection. If a heap is 
available on the target system, it will have 
different internal characteristics (allocation 
strategy and fragmentation). 

If you are using a real-time operating 
system, it may offer a port that is 
compatible with the desktop PC. However, 
all operating system calls behind the 
common API will still have significantly 
different types of implementation.

Differences in generation

Build Settings and Optimization

Language standards, such as C and C++, include undefined 
behavior.  

If a program contains code that is not defined by the standard, 
the compiler can treat it as arbitrary. Compilers make use of 
this permissible option, especially with regard to optimization. 

The code shown is undefined, because access to an uninitialized variable could potentially be executed. The effects are analyzed by means of the 
assembly output  of an ARM gcc 8 compiler:

• While optimization is switched off, the parameter   is checked for inequality with 0, and only then the code returns 42.   Otherwise, the value of the 
local variable “a ” is returned. Memory has been reserved on the stack for this purpose, but it has not been initialized. Therefore the return value 
depends on the contents previously stored in this RAM location.

• If optimization is switched on, the parameter value is not evaluated, and the code always returns 42.   The existing undefined behavior allows the 
compiler to execute this drastic – and not very intuitive! – shortcut.

The optimization level can therefore have a considerable influence on the results of a program. The Compile and Link settings must be observed during 
the verification process. 

The embeff ExecutionPlatform offers an easy way to integrate on-target testing over all your microcontroller types and families. It supports 
all major unit test frameworks.

In the previous section, we demonstrated the differences in the on-target and off-target approaches, that already exist for generating a 
binary. This section briefly highlights the differences when executing the binary.

Hardware

In the case of an off-target approach, the binary is executed via the hardware of a desktop 
computer. Of course, the processing CPU differs substantially from the target platform's 
microcontroller.

As we have already shown for compilers, microcontrollers can also contain errors. There is 
an erratum for almost every MCU, that lists such errors. In most cases, however, they 
involve errors in the peripherals of the microcontroller. Particularly complex peripheral 
circuits, such as DMA controllers, are affected. In principle, proper execution regarding such 
errors can only be done on target, since both the peripherals and the associated code are 
platform-specific. 

Although much less common, the computing core of a microcontroller is also subject to 
structural errors. One example is the problem with the ARM Cortex M4F: FPU Errata 
1299509 "Fused MAC instructions give incorrect results for rare data combinations ". 

If there is a simulator for the target platform, it can be used for the execution. However, 
simulators themselves can contain other errors, or they might fail to correctly reproduce 
the errors present on the real hardware.
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